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Abstract

Recent speculative execution attacks, such as RIDL, Fallout,
and Zombieload, demonstrated that attackers can leak infor-
mation while it transits through various microarchitectural
buffers. Named Microarchitectural Data Sampling (MDS) by
Imel, these attacks are likened to “drinking from the firchose™,
as the anacker has little control over what data is observed
and from what origin. Unable to prevent these buffers from
leaking, Intel issued countermeasures via microcode updates
that overwrite the buffers when the CPU changes security
domains.

In this work we present CacheCut, a new microarchitectural
attack that is capable of bypassing Intel’s buffer overwrite
countermeasures, We observe that as data is being evieted
from the CPU L1 cache, it is often transferred back to the
leaky CPL buffers where it can be recovered by the anacker,
CacheOut improves over previous MDS attacks by allowing
the attacker to choose which data to leak from the CPU"s L1
cache, as well as which part of a cache line to leak. We demon-
strate that CacheOuwt can leak information across multiple
security boundaries, including those between hyperthreads,
processes, and virtual machines, and between user space and
the operating system kernel, and from SGX enclaves.

1 Introduction

In 2018 Spectre [29] and Melidown [31] left an ever lasting
impact on the design of modem processors. Speculative and
out-of-order execution, which were considered to be harmless
and important CPU performance features, were discovered
to have severe and dangerous security implications. While
the original Meltdown and Spectre works focused on break-
ing kernel-from-user and process-from-process specifications,
many follow-up works have demonstrated the dangers posed
by uncontrolled speculation and out-of-order execution. In-
deed, these newly-discovered speculative execution attacks
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have been used to violate numerous security domains, such as
Intel’s Secure Guard Extension (SGX) [46], virtual machine
boundaries [48], AES hardware accelerators [44] and oth-
ers [5, 8, 9, 15, 25, 28, 29, 30, 33, 34]. Recognizing the dan-
ger posed by these threats, the computer industry responded
with side channel mitigations. For older hardware, Kernel
Page Table Isolation (KPTT) [13] as well as Foreshadow [46]
and Spectre mitigations [18, 39, 45, 49] were designed and
deployed in an attempt to fix leaky hardware isolation features
via software means. In paraliel, Intel released the Coffee Lake
Refresh architeciure, which attempted to mitigate Melidown
and Foreshadow in hardware, thereby aveiding the perfor-
mance overhead induced by software counlermeasures,
However, as speculative execution attack research persisted,
the security community uncovered a deeper source of leakage:
internal and mostly undocumented CPU buffers. With the
advent of Microarchitectural Data Sampling (MDS) amacks [7,
42, 47], it was discovered that the contents of these buffers
can be dumped via assisting or faulting load instructions,
bypassing the CPUs address and permission checks. Using
these techniques, an attacker can sample data as it transits
through the internal buffers, without the need to maich the
address of the faulting or assisting load with the address of
the data or even its address space. In particular, this allows the
attacker to siphon-off data as it appears in the buffer, again
breaking nearly all hardware-backed security domains.
Recognizing the danger, Intel deployed countermeasures
for blocking data leakage from internal CPU buffer. As mod-
ifying the buffer’s implementation not to leak information
was not possible, Intel instead attempied w mitigate the prob-
lem symptomatically by augmenting a legacy x86 instruction,
VERW, to overwrite the contemts of the leaking buffers with
constant, data-independent information. This countermeasurne
was subsequently deployed by all major operating system ven-
dors, performing buffer overwrite on every security domain
change. While effective buffer overwriting is often tricky
to implement in Intel CPUs [41], the intuition behind the
countermeasure is that an attacker cannot recover buffer infior-
mation that is no longer present. Thus, in this paper we ask
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